
http://www.nttcom.tv/2012/05/29/report-shows-compliance-does-not-equal-security/

The latest Strategic Security Survey from InformationWeek shows security professionals are 

having a tough time keeping up with the complexities of IT security. Unfortunately, they 

may also be missing some of the most relevant threats to their information security 

because they tend to focus too closely on making sure they meet compliance 

requirements. Sadly, the yardstick for a good security program during the past 10 years has 

been whether you are compliant or not.

http://blogs.computerworld.com/19631/is_compliance_equal_to_security

ompliance focuses on validation, security focuses on protection. Your security policies 

should explicitly dictate how IT should be protected. Firewall configurations, antivirus 

plans, server security, user password requirements and more all fall into the realm of 

security. 

Compliance standards are static in nature and are slow to be updated. However, security is 

a dynamic, ever-changing beast that will devour you the first time that you take your eyes 

off of it -- ok, maybe that's a little melodramatic but there are a lot of actors in my family. 
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http://www.noticebored.com/html/why_awareness_.html

The true value of information security awareness – Source of good quotesThe true value of information security awareness – Source of good quotes

Information is the lifeblood of organizations, criminals want access to the data and steal 

money. They go after the weakest link – end users who are click happy!
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What you don't know, can hurt you

"Unfortunately, people are still not thinking before opening an (e-mail) attachment. Every "Unfortunately, people are still not thinking before opening an (e-mail) attachment. Every 

time a new virus comes out, people go out and do the same thing they shouldn't be doing," 

said Mike Breth, IT audit manager for the Westfield Group, an insurance and financial 

services company. 
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Targeted attacks are no longer limited to large organizations. More than 50 percent of such 

attacks target organizations with fewer than 2,500 employees, and almost 18 percent attacks target organizations with fewer than 2,500 employees, and almost 18 percent 

target companies with fewer than 250 employees. These organizations may be targeted 

because they are in the supply chain or partner ecosystem of a larger company and 

because they are less well-defended. Furthermore, 58 percent of attacks target non-execs, 

employees in roles such as human resources,, public relations, and sales. Individuals in 

these jobs may not have direct access to information, but they can serve as a direct link 

into the company. They are also easy for attackers to identify online and are used to getting 

proactive inquiries and attachments from unknown sources. 

http://www.darkreading.com/vulnerability-

management/167901026/security/news/232901174/symantec-releases-internet-security-

threat-report-volume-17.html
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In the second half of the year we saw an average of approximately 30,000 new malicious 

URLs every day, an increase of more than 50% since our mid-year 2011 report.URLs every day, an increase of more than 50% since our mid-year 2011 report.

The web will undoubtedly continue to be the most prominent vector of attack. 

Cybercriminals tend to focus where the weak spots are and use a technique until it 

becomes far less effective. We saw this with spam email, which is still present but less 

popular with cybercriminals as people deploy highly effective gateways. The web remains 

the dominant source of distribution for malware—in particular malware using social 

engineering, or targeting the browser and associated applications with exploits. Social 

media platforms and similar web applications have become hugely popular with the bad 

guys, a trend that is only set to continue.

http://www.sophos.com/medialibrary/PDFs/other/SophosSecurityThreatReport2012.pdf
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By preying on our curiosity, cybercriminals are able to use psychological traps to profit from 

unsuspecting users of technology.unsuspecting users of technology.

"Nearly all data-stealing attacks today involve the web and/or e-mail. And many 

increasingly use social engineering to take advantage of the human element as the weakest 

link. Since the current generation of attackers use multiple data points and threat vectors 

to target their victims, only a solution that understands the entire threat lifecycle and 

combines data from each phase can protect against them."
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PandaLabs, our anti-malware laboratory, receives on average 63,000 new threats every day. 

And this doesn’t account for everything that is created, just what reaches us.And this doesn’t account for everything that is created, just what reaches us.

It is not just a question of exponential growth, but an increasing trend. By 2009, our 

Collective Intelligence database contained almost 40,000,000 classified threats, and in 

2010 we added some 20,000,000 more. That means we now have more than 60,000,000…

Five years ago, there were only 92,000 strains of malware cataloged throughout the 

company’s 15-year history. This figure rose to 14 million by 2008 and 60 million by 2010, 

which gives a good indication of the rate of growth.
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One major cause is the growing number of drive-by download attacks. Drive-by downloads 

are an especially pernicious method cybercriminals use to install viruses and spyware, and are an especially pernicious method cybercriminals use to install viruses and spyware, and 

otherwise take control of unsuspecting end users' computers. 

Drive-by downloads are particularly dangerous because they're so stealthy: As their name 

suggests, they automatically install software on end users' computers without them 

knowing. 

"Anytime someone else gets to decide what software, what code is running on your 

computer, then your computer—all the information on it and everything on the network 

that is connected to it—is at risk," says Daniel Peck, a research scientist with Barracuda 

Networks' Barracuda Labs. 
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Cyber-crime organizations have a hierarchical structure whereby every action is performed 

by specialists. If you think about the different countries they are present in, you will get a by specialists. If you think about the different countries they are present in, you will get a 

clear idea of the number of people involved in these criminal activities, and who benefit 

from the anonymity provided by the Internet.

The heads of the criminal organizations start the ball rolling; they contract programmers 

and hackers, along with other technical experts, to launch indiscriminate attacks. 

Sometimes they will operate on their own and other times in coordination, often certain 

individuals will have several roles.  

In general, hackers belonging to the criminal organization assign other hackers (or they take 

on the task themselves) the task of creating, phishing, bots, spam, fake Web pages to be 

indexed on search engines, etc.

New malware can be created and distributed in just a few minutes with Crimeware Toolkits 

or  pre-prepared kits.  This includes the online purchase of computer threats and the 

simplicity with which the message -with a little bit of social engineering- can be distributed 

across popular channels.

Social engineering is then used to trick victims through the most popular distribution 

vectors: email continues to be one of the most frequently used, although now social media 

(such as Facebook, YouTube, MySpace, Twitter, etc.) and fake Web pages positioned on 

well-known search engines (so called BlackHat SEO) are becoming increasingly popular.
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1. Victim surfs to a website or clicks on email with link (e.g. phishing, drive-by download). 

2. Browser is redirected to a malicious dropper site. 2. Browser is redirected to a malicious dropper site. 

3. Victim is misled into downloading the dropper - or dropper is automatically 

downloaded through an exploit. 

4. Dropper unpacks on the Victim machine and runs. 

5. Dropper contacts a new site: UPDATE. 

6. UPDATE sends C&C instructions. 

7. Dropper contacts C&C Site #1 with Victim identity details. 

8. C&C Site #1 sends encrypted malware with new C&C instructions. Might even be 

‘locked' to Victim machine. 

9. Malware is decrypted by Dropper and installed. Dropper may stay behind as false 

evidence for investigators, or delete itself so that investigators believe that no infection 

has occurred. 

10. Malware contacts C&C Site #2. Sends passwords/data/etc. as encrypted payload. 

• Steps 8, 9 and 10 can repeat indefinitely, with the malware ‘evidence' and C&C 

connection instructions changing constantly. The malware can be repurposed or told to 

lay silent for prolonged periods of time.

• Some security solutions attempt to detect and analyze the malware as it enters the 

organization in an effort to capture C&C details and forensics that could help with 

malware removal. Unfortunately, the lifecycle of the infection can happen so quickly, 

the malware that was analyzed no longer exists on the victim's machine.
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In the last three or four years there has been a major transformation in the nature of In the last three or four years there has been a major transformation in the nature of 

threats in the wild and how they have mutated into an extremely stealthy and hard to 

detect direction. That's been the most fundamental change in the last few years. [Malware] 

is not noisy, it's not designed to be obvious. It stays under the radar while it's doing its 

criminal activity; trying to make money for the criminal or nation state. That's really where 

the malware and the threat landscape have evolved. Malware is the key part of what the 

threat landscape is all about today. We have major cybercriminal activity on the Internet 

today with theft of identities, theft of credit card data, theft of intellectual property and 

actual theft of money from banks from within their corporate networks. All of this is 

enabled by this new sophisticated evolved class of malicious software.

http://searchsecurity.techtarget.com/news/1373367/Modern-malware-stealthy-botnets-

adapt-quickly-expert-says

These questions have ramifications, particularly when we put them in the context of what 

evidence we do have. For example, if we discover that the discovered breaches are not 

exactly, as Foghorn would note, the sharpest knives in the drawer, what does it say about 

the ability of organizations to detect breaches when the average time from infiltration to 

detection is 173.5 days as reported by the Trustwave report?

http://blog.triumfant.com/tag/antivirus-detection-rates/
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Cyber attacks generally refer to criminal activity conducted via the Internet

Cyber crimes tools of the trade are malicious code, denial of service, stolen devices and 

web-based attacks.

They know the weakest link in most security models is the end user.

Attack often begins by simply luring an individual into clicking on an infected link.

The resulting page remotely exploits the individual, gains root access on the user’s 

computer, and downloads malware to the user’s computer in the background. The malware 

then acts as a control point inside the network, allowing the attacker to further expand the 

attack by finding other assets in the internal network, escalating privileges on the infected 

machine, and/or creating unauthorized administrative accounts — just to name a few 

tactics. 
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Details from these cards issued in the US can cost as little as $2 for basic information, and 

$25 for standard cards ($40 for Gold, Platinum and Business) with complete information. $25 for standard cards ($40 for Gold, Platinum and Business) with complete information. 

Prices for European cards rise to $5 in the first instance, and $50 for full information ($90 

for most exclusive cards). The prices vary of course among different vendors, but these are 

average prices calculated from the information we have obtained across these sites. As we 

will see later, there are also discounts for bulk buying.
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 Cyber crimes can do serious harm to an organization’s bottom line. We found that the 

median annualized cost of cyber crime for 50 organizations in our study is $5.9 million per median annualized cost of cyber crime for 50 organizations in our study is $5.9 million per 

year, with a range of $1.5 million to $36.5 million each year per company. This represents 

an increase in median cost of 56 percent from our first cyber cost study published last year.

 Cyber attacks have become common occurrences. The companies in our study 

experienced 72 successful attacks per week and more than one successful attack per 

company per week. This represents an increase of 44 percent from last year’s successful 

attack experience. 

 The most costly cyber crimes are those caused by malicious code, denial of service, 

stolen devices and web-based attacks. Mitigation of such attacks requires enabling 

technologies such as SIEM and enterprise governance, risk management and compliance 

(GRC) solutions.

Cyber attacks generally refer to criminal activity conducted via the Internet. These attacks 

can include stealing an organization’s intellectual property, confiscating online bank 

accounts, creating and distributing viruses on other computers, posting confidential 

business information on the Internet and disrupting a country’s critical national 

infrastructure. Recent well-publicized cyber attacks – for instance, Wikileaks, Epsilion, Sony, 

Citibank, Boeing, Google, and RSA – have affected private and public sector organizations.
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They are crime syndicates who are rob and steal via the internet! MONEY, need I say more! 

It's lucrative, low-cost and almost risk-free!  Tons of abundant exploitable targets (No It's lucrative, low-cost and almost risk-free!  Tons of abundant exploitable targets (No 

Locks). Many criminal hacking operations have been discovered, complete  with all the 

standard appearance of a legitimate business with offices, receptionists, and cubicles full of 

dutiful hackers. These are criminal enterprises in the truest sense and their reach extends 

far beyond that of an individual hacker. 

Not only do we face more sophisticated adversaries today, but the types of information of 

value to them are continually expanding as well. These groups can do interesting things 

with the most seemingly innocuous bits of information.

They are crime syndicates who are rob and steal via the internet! 

Today’s hacker fits the following profile:

✓ Has far more resources available to facilitate an attack

✓ Has greater technical depth and focus

✓ Is well funded

✓ Is better organized

MONEY, need I say more! It's lucrative, low-cost and almost risk-free!  Tons of abundant 

exploitable targets (Bad locks easy access)
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Bank accounts: Criminals do not restrict themselves just to the sale of credit card 

information, they also directly offer the details needed to access online bank accounts. information, they also directly offer the details needed to access online bank accounts. 

Once again, the prices vary depending on the bank in question. And similarly, there are 

different prices depending on whether the information corresponds to an account with a 

guaranteed balance or not.

The guaranteed bank balance can be as much as $0.5 million and start at $20,000. 

Depending on the type of bank (and its security measures) as well as the available 

balance, prices for information range from $80 to $700. 

It is important to bear in mind that many of these vendors distinguish between personal 

accounts and business accounts (which have higher available balances).
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Cyber-criminal Professional, just like any work you have a title, duty and responsibility. 

Cyber-crime organizations operate like companies, with experts specialized in each area Cyber-crime organizations operate like companies, with experts specialized in each area 

and position.  Yet unlike most companies, they don’t have timetables, holidays or 

weekends. They cyber criminal professional are part of organized synicate.
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Credit cards. Of course, credit cards still figure largely. Yet the illicit sale of these has 

become much more professional:become much more professional:

Delivery details. In the past, the credit card number was delivered with the PIN. Now 

however, the amount of data needed has increased considerably, and the information 

delivered covers all the needs for any online or offline operation. The following data is 

supplied when buying credit card details:
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Jericho demonstrates a number of behaviors that are designed for stealth, persistence, and 

avoidance of traditional signature-based approaches to malware detection, the researchers avoidance of traditional signature-based approaches to malware detection, the researchers 

say. 

Using a combination of a stealthy program and piggybacking on common applications, 

Jericho has avoided the scrutiny of most antivirus vendors, the researchers said. 

"Of the 42 samples analyzed by Palo Alto Networks, the top AV solutions only achieved a 

3.2 percent detection rate on the day [of discovery]," Palo Alto Networks says. Twelve of 

the 42 signatures were not detected at all over a seven-day span. 

"This trend seems to indicate that this particular criminal operation is cognizant of the AV 

coverage for their malware, and has established a delivery strategy that minimizes 

collection by AV vendors," the researchers say.

http://www.darkreading.com/threat-

intelligence/167901121/security/vulnerabilities/232901514/jericho-botnet-targets-banks-

and-financial-institutions.html
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Security patching is still an important strategy for preventing infection.  Another easier 

method to secure your PC is STRONG passwords!  Yet people still use weak or easy to guess method to secure your PC is STRONG passwords!  Yet people still use weak or easy to guess 

passwords, which is allowing an 3 year old Windows worm to still spread via the internet.  

What about the newer threat that are harder to detect can break in with a weak password.

More than three years after its initial release, the Conficker worm is still the most 

commonly encountered piece of malicious software, representing 14.8% of all infection 

attempts seen by Sophos customers in the

last six months. Evidently, plenty of infected PCs are still trying to spread this old worm.

The orphaned botnet worm Conficker spread to 1.7 million Windows machines worldwide 

by the end of last year despite a major industry initiative led by Microsoft over the past 

three years that neutered it. 
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